
Define the website

Scan the website

Assess vulnerabilities

Push and assign vulnerabilities

Export WAF rules

Generate report

•  Azure pipelines

•  Bamboo

•  CircleCI

•  GitLab CI/CD

•  Jenkins

•  TeamCity

Build is pushed to CI/CD

Run unit tests

Launch scan in Netsparker

Issue trackers

Project management

Manage issues

Azure
DevOps TFS

JiraGitHub GitLab
Issues

BugzillaBitbucket Clubhouse FogBugz Freshservice

YouTrackKenna RedminePagerDutyKafka ServiceNow Splunk TFS Unfuddle

Asana Trello

Communication

SlackMicrosoft
Teams

Mattermost

Report

ComplianceStandard

•  Detailed scan report

•  Executive summary

•  Knowledge base 

•  Vulnerability list

•  Crawled URLs

•  Scanned URLs

•  OWASP Top Ten 2013

•  OWASP Top Ten 2017

•  PCI DSS

•  HIPAA

•  ISO 27001

PingIdentity Okta Azure
Active Directory

ADFS

SAML Google

Single Sign-On

Integrations

PingFederate

Structure details

Import file

•  ASP.NET Project File
   (.csproj, .vbproj)

•  Burp

•  CSV

•  Fiddler (.saz)

•  HTTP Archive files (HAR) (.har)

•  I.O Docs (.json, .zip)

•  Netsparker Session File (.nss)

•  OWASP ZAP (formerly Paros) (.txt)

•  Postman (.json)

•  RAML (.raml)

•  Open API (formerly Swagger)
   (.json, .yaml, .yml)

•  Web Application Description
   Language (WADL) (.wadl)

•  Web Service Definition Language
   (WSDL) (.wsdl, .xml)

•  WordPress REST API (.json)

Web application

firewall

Temporarily protect the application

•  ModSecurity

•  BIG-IP ASM

•  Generic (.xml, .json, .csv)

Import rules

New build is ready

D E V E L O P E R

Staging website
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